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3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quay/e, 1935 CD. 1 1 , 453 O.G. 213. 
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DETAILED ACTION 



1. 



Claims 1-37 are pending. 



2. 



IDS submitted 29 January 2001 has been received and considered. 



Claim Rejections - 35 USC § 102 



1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

2. Claim 34 is rejected under 35 U.S.C. 102(b) as being anticipated by Demers et al 
US Patent No. 5,857,023. 

3. With regards to claim 34, Demers teaches an entity identifier comprising an 
encoded version of an entity name, secret value, and a random number (Demers, 
column 9, lines 2-5 request, conversation key, nonce, column 8 lines 62-67). 



1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 



Claim Rejections - 35 USC § 103 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1-5, 8, 13, 15-21, 25, 27-30, and 35 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Hoke et al US Patent No. 6,701 ,437 in view of Bruce 
Schneier's Applied Cryptography . Hoke discloses a method for processing 
communications in a virtual private network. 

3. With regards to claims 1 , 13, 17, 25, 27, and 35, Hoke teaches the connecting of 
an originally-connected entity to an original endpoint (Hoke, column 8 lines 37-44, VPN 
and destination endstation), the originally-connected entity having an entity name and 
cryptographic context information (Hoke, column 15 lines 24-30, IP address, Hoke, 
column 8 lines 37-44 "encrypts"), and the creation of an entity identifier (Hoke, column 
15 lines 41-50). Hoke fails to teach the encoding of the entity name and the secret 
value such that by using the secret value, information necessary to access the 
cryptographic context information can be retrieved. Schneier teaches the encoding of 
the entity name and the secret value such that by using the secret value, information 
necessary to access the cryptographic context information can be retrieved (Schneier, 
Page 568, Paragraph 1 and Kerberos Version 5 Messages 2- Kerberos to client, K c -tg S 
accessed using secret key Kc, and Tc). At the time the invention was made, it would 
have been obvious to a person of ordinary skill in the art to utilize Schneier's method of 
encrypting an entity name and cryptographic information with Hoke's virtual private 
network because it offers the advantage of allowing providing a credential that an entity 
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may use to contact an endpoint in a secure manner that provides authentication 
(Schneier, Page 568 Paragraph 1). 

4. With regards to claims 2 and 18, Hoke as modified teaches the passing of the 
entity identifier to at least one subsequently connecting computing entity that seeks to 
connect to the original endpoint (Schneier, Page 568, Paragraph 1 and Kerberos 
Version 5 Messages 2- Kerberos to client). 

5. With regards to claims 3-4, 19 and 21 , Hoke as modified teaches the decoding of 
the entity identifier using the secret key value, thereby determining information 
necessary to access cryptographic context information (Schneier, Page 568, Paragraph 
1 and Kerberos Version 5 Messages 2- Kerberos to client, K c -t gs accessed using secret 
key Kc, and Tc). 

6. With regards to claims 5, Hoke as modified teaches that there is at least one 
other trusted computing entity (Schneier, Page 567 Figure 24.1 TGS), the trusted 
computing entity possessing a trusted entity name and the decoding step comprises 
encoding at least one trusted computer entity name and the secret value to produce a 
computed identifier and then comparing the computed identifier to the entity identifier to 
determine if they match (Schneier, Page 568, Tc contains server name, Page 570 
section "Requesting a Service"). 

7. With regards to claim 8, Hoke as modified teaches the subsequently-connecting 
entity using the originally-connected entity name to access the originally connected 
entity cryptographic context information and the subsequently connecting computing 
entity uses the originally connected entity cryptographic context information in a secure 
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connection to the original endpoint (Schneier, Page 570 section "Requesting a 
Service"). 

8. With regards to claim 15, Hoke as modified teaches the encrypting algorithm 
being triple DES (Schneier, Pages 294-295). 

9. With regards to claims 16 and 20, Hoke as modified teaches the originally 
connected endpoint being no longer connected to the original endpoint (Hoke, Figure 3, 
"End" Item 370). 

10. With regards to claims 28-30, Hoke as modified teaches the encryption algorithm 
comprising symmetric key encryption, public key, or Diffie-Hellman key exchange 
encryption (Schneier, Page 568, "Credentials", encryption using secret key and Page 
513, Diffie-Hellman). 

11. Claims 6, 9-12, 14, 22-24, 26, 31-33, and 36-37 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Hoke et al US Patent No. 6,701 ,437 and 
Bruce Schneier's Applied Cryptography as applied to claim 1 above, and further in view 
of Demers et al US Patent No. 5,857,023. 

12. With regards to claims 6 and 22-24, Hoke as modified teaches all that is 
described above, but fails to teach the deconcatenating of a random number from the 
entity identifier prior to the decoding step. Demers teaches the deconcatenating of a 
random number from the entity identifier prior to the decoding step (Demers, column 9 
lines 1-21 ). At the time the invention was made, it would have been obvious to a person 
of ordinary skill in the art to utilize Demer's deconcatenating step with Hoke as modified 
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because it offers the advantage of providing an irrefutable method of reassuring a 
receiving party that the message came from a trusted entity (Demers, column 9 lines 1- 
11). 

13. With regards to claims 9-10, 14, 26, 31-33 and 36-37, Hoke as modified fails to 
disclose the creating step comprising using a hash function with an input and an output 
comprising a bitwise concatenation of the entity name, the secret value, and a random 
number and the output of the hash function being at least bitwise concatenated with the 
random number. Demers teaches a creating step comprising using a hash function with 
an input and an output comprising a bitwise concatenation of the entity name, the secret 
value, and a random number and the output of the hash function being at least bitwise 
concatenated with the random number (Demers, column 8 line 62 - column 9 line 11). 
At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to utilize Demers 1 creating step with Hoke as modified because it offers 
the advantage of providing an irrefutable method of reassuring a receiving party that the 
message came from a trusted entity (Demers, column 9 lines 1-11). 

14. With regards to claims 11-12, Hoke as modified teaches the use of SHA-1 and 
the hash function being invertible (Schneier, Page 442, "computationally infeasible to 
recover a message corresponding to a given message digest"). 

Conclusion 

1 5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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16. Bird et al US Patent No. 5,369,705 discloses a multi-party secure 
session/conference. 

17. Liu US Patent No. 6,079,020 discloses a method for managing a virtual private 
network. 

18. Harkins US Patent No. 6,215,878 discloses a system for group key distribution. 

19. Array et al US Patent No. 6,226,751 discloses a method for configuring a virtual 
private network. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Andrew L Nalven whose telephone number is 703 305 
8407. The examiner can normally be reached on Monday - Thursday 8-6, Alternate 
Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on 703 308 4789. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system^contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

:G0RY ft/fofcSE 
SUPERVISORY PATENT EXAMINER 

TEC" •■■O'PfiY CENTER 2100 
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